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Latest Fake/Phishing Email - iCloud 
 
 
Action Fraud have received over 1800 reports of the below fake/phishing email, 
claiming that your iCloud storage is about to run out and that you need to click 
on a link to buy more storage. However, it is a SCAM. 
 
If you click on the link, you will be taken to a realistic looking website where 
criminals will look to steal your Apple ID login details, as well as other personal 
and financial information. 
 
If you get an email like this or any other suspicious looking emails, you can report 
these by forwarding to report@phishing.gov.uk  
 
Over 345,000 malicious websites have been removed as a result of your reports. 
 
If you think that you may have been a victim of this or any other type of scam, 
then contact your Bank immediately, which you can do by calling 159 and report 
it to Action Fraud at www.actionfraud.police.uk or call 0300 123 2040. 

 
For further information about Fraud, visit our website at Advice about fraud | 
Kent Police 
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Fake Penalty Charge  
 
We are still seeing reports of the below parking fine or commonly known as a penalty charge notice being 
received via text message,  it is a SCAM. 
 
Do not click on the link, as it is designed to take you to a realistic website under the control of the criminals 
where they will look to steal your personal and financial data. 
 
If you are not sure if a text message is genuine, then always apply our Scam Awareness message ABC, 
which is never Assume or Believe a message is genuine but always Confirm. In other words, contact the 
sender by using a trusted phone number. 
 
You can report Scam text messages by forwarding to 7726. 
 

 
 
 
 
If you think that you may have been a victim of this or any 
other type of scam, then contact your Bank immediately, 
which you can do by calling 159 and report it to Action 
Fraud at www.actionfraud.police.uk or call 0300 123 2040. 

 
For further information about Fraud, visit our website at 
Advice about fraud | Kent Police 
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Royal mail Parcel delivery text scam 

People are still reporting receiving this type of text message impersonating 
various delivery companies, saying that you have missed a delivery and that you 
need to click on a link to rearrange your delivery. 

Be wary of clicking on links within emails and text messages, as they are 
normally scams designed to take you to a realistic looking website under the 
control of criminals, where they will look to steal your personal and financial 
data. 

If you get an email like this or any other suspicious looking emails, you can report 
these by forwarding to report@phishing.gov.uk  

If you think that you may have been a victim of this or any other type of scam, 
then contact your Bank immediately, which you can do by calling 159 and report 
it to Action Fraud at www.actionfraud.police.uk or call 0300 123 2040. 

 
For further information about Fraud, visit our website at Advice about fraud | 
Kent Police 
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Romance Scams 

We still see a significant number of reports where people have been victims of 
Romance Scams.  

Help protect your friends and family who are online dating by raising awareness 
of the signs of romance fraud. It could help protect them and their money. 

It is important that no matter how long you have been speaking to someone 
online and how much you think you trust them, if you have not met them in 
person, it is important that you do not send them any money or Gift Cards. 

Please see the following from Action Fraud - Romance fraud | Action Fraud 

If you think that you may have been a victim of this or any other type of scam, 
then contact your Bank immediately, which you can do by calling 159 and report 
it to Action Fraud at www.actionfraud.police.uk or call 0300 123 2040.  
 
For further information about Fraud, visit our website at Advice about fraud | 
Kent Police 
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Netflix Phishing/fake email 

Be on the lookout for the below fake email impersonating Netflix. It is designed to rush you into clicking on 
a link which will take you to fake website under the control of the criminals, where they will steal your  
credit card details. 

If you are unsure if an email like this is legitimate, then go to Netflix official website and access your 
account that way. Do not click on suspicious links. 

 

  

 

Your Netflix account may get deactivated today [Wed,11 Sep-2024] due to non-payment. 

 

 

 

 

 

 

 

 

 

 

If you get an email like this or any other suspicious looking emails, you can report these by forwarding to 
report@phishing.gov.uk For further information about Fraud, visit our website at Advice about fraud | Kent 
Police 

If you think that you may have been a victim of this or any other type of scam, then contact your Bank 
immediately, which you can do by calling 159 and report it to Action Fraud at www.actionfraud.police.uk or 
call 0300 123 2040. 
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